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� The Environment - A university book store used a high-speed Internet connection to process 
credit card transactions. High speed Internet access at this campus – like many other campuses - 
was ubiquitous and available to all users from various locations including students in their dorm 
rooms and professors in the English Department. In essence, the Internet connected the entire 
campus network with itself and the outside world. For institutions of higher education, this set-up 
is commonly used to facilitate the open sharing of information in an environment of higher 
learning. 

 
� The Incident – An investigation identified the book store as the location of a data security breach 

through which an unauthorized individual accessed thousands of students’ (and their parents’) 
credit card information. The individual then used the information to execute fraudulent 
transactions and all affected cards had to be cancelled and re-issued.  

 
� The Cause – The investigation revealed that a number of security flaws within the book store’s 

environment lead to the breach.  First, the POS system ran on an outdated version of Microsoft 
Windows and was connected to the Internet.  Second, no effective perimeter defense, such as a 
firewall, monitored traffic on the network.  This combination of old software and a lack of security 
hardware controls created a dangerous situation that ultimately resulted in data compromise. 
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